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1
Decision/action requested

This contribution provides details on the issue of security context transfer following the handover from EPS to 5GS
2
References

[1]
3GPP TS 33.501: "Security architecture and procedures for 5G system".

[2]
3GPP TS 23.502: " Procedures for the 5G System ".

3
Rationale

During SA3#95BIS, there are two comments for contribution S3-192151: the problem is not clear and the solution is complex. Therefore, this contribution provides further details on the issue of security context transfer following the handover from EPS to 5GS and proposes a simplified solution.

The problem is introduced as follows:

According to TS 33.501 [1] clause 8.4.2, “if the UE has a native 5G security context established during the previous visit to 5GS, then the UE shall provide the associated the 5G GUTI as an additional GUTI in the Registration Request following the handover procedure. The UE shall use the mapped 5G security context to protect the subsequent Registration Request message over 3GPP access. The AMF shall retrieve the native security context using the 5G GUTI.”
According to TS 23.502 [2] clause 4.11.1.2.2.3, “the UE performs the EPS to 5GS Mobility Registration Procedure with the AMF2 during handover. Furthermore, as indicated in step 6a of EPS to 5GS Mobility Registration Procedure, if the UE includes the 5G-GUTI as Additional GUTI in the Registration Request message, the target AMF sends message to the old AMF. The old AMF validates the Registration request message.”
Observation1:
The registration request is protected with mapped 5G context, therefore, the old AMF cannot validates the registration request message with its native 5G context. 
The target AMF can validates the Registration request message with the mapped 5G security context and sends an integrity validated indication to the old AMF, then, the old AMF can skip the integrity check according to the indication.

Solution1:
During the handover from EPS to 5GS, the target AMF shall send an integrity validated indication to the old AMF after an integrity validation of the registration request message, then, the old AMF can skip the integrity check and send the security context to the target AMF.
4
Detailed proposal

It is proposed that SA3 adopt this solution and the proposed CR in S3-192683.
